CO-PUBLISHING CUSTOMS AND TRADE

Legal Requirements for Exports to Iran:
New Insights — Between Restrictions and Opportunities

to Shape Transactions

By Dr. Harald Hohmann, Hohmann & Partner Attorneys, Bidingen

Given that the EU Iran Embargo has been
tightened by EC Regulation 961/2010,
chances are reduced that a German compa-
ny's application for an export license to Iran
will be successful. In this respect, three ex-
aminations in particular must be conducted:
@ an analysis relating to the item itself (is the
item listed or is its use sensitive?)
® screening of persons (customer, etc.) and
@ 3 special analysis in regard of US export
law.
In respect of the sensitivity of the item as
well as of the person, some margin may be
created by appropriate interpretation or shap-
ing of the transaction to make the license
application successful; however, there is an
increasing number of cases where there is
scarcely any chance of the export license be-
ing granted.

Step 1: Analysis relating to the
item itself

The item-related analysis must first establish
whether the export of the items to Iran is pro-
hibited under Annexes L, II, [ and VI of the
Iran Embargo Regulation 961/2010 or
whether they are subject to a license require-
ment pursuant to Annex IV of this EC Regu-
lation. A violation of this Regulation is an
embargo violation, which is subject to severe
penalties in Germany: imprisonment from
six months up to five years in case of intent
and heavy fines or imprisonmenl up to three
years in case of negligence. Then it must be
ascertained whether the export item is subject
to a license requirement under general export
law, because it is listed in the EU list of dual-
use items or in Germany's export control [ist.
In addition, a license requirement may exist
for non-listed items if there are red flags that
they may be utilized for sensitive end-uses,
specifically: for WMD purposes worldwide,
for military end-uses in the EC embargo
countries and two German so-called “Coun-
try List K" countries, or for nuclear reactors
in the ten nuclear-sensitive countries under §
5J German Regulation [mplementing the
Foreign Trade Act (A#V) {Iran belongs to the
embargo countries and the nuclear-sensitive
countries). Unlicensed exports are subject 1o
a civil fine of up to €500,000 for each viola-

tion or heavy fines or imprisonment up to
three years under German Law.

One of our cases concemned a measuring de-
vice using a radicactive caesinm emitter. The
German export agency BAFA claimed that
this device fell under a listing in Annex II of
the Iran Embargo Regulation, which reads:
“Nuclear detection systems for detection,
identification or quantification of radioactive
materials”. BAFA assumed that the detectors
in the measuring device were covered by this
position, that they were principal components
of the machine and that therefore the entire
machine was listed. In a detailed legal opinion
we were able to prove that this listing was in-
applicable for a number of reasons. Specifi-
cally, it could be deduced from WTO law that
such export prohibitions have to be restric-
tively interpreted in conformity with WTO
law. It was not intended to prohibit the export
to Iran of all possible machines that use radia-
tion or x-rays, but rather only of those that
correspond to the narrowly interpreted intent
of the Iran Embargo, namely nuclear prolif-
eration. Since a typical nuclear use was not
possible bere, an export prohibition to Iran
was excessive. In addition, the detector could
not be seen as a principal component. Within
six months we were able to convert the for-
mer export prohibition into a Nullbescheid, 1.
€. 2 decision that no export license is required.
An example where there was no room for an
alternative interpretation concemed 2 not-
listed machine. One of its components was a
listed sensor, which, however, did not lead to
the listing of the entire machine because the
sensor was not a principal component. But
when the company began to export this sen-
SOr as a spare part, it became necessary to
obtain an export license — the company was
not aware of this point. It could no longer be
argued that the sensor’s listing ceased to ap-
ply due to its instailation in the machine:
Since the sensor was exported separately, it
remained listed. Since no manoeuvring room
was left, the only way left was to negotiate a
settlement order with the prosecutor to termi-
nate the proceedings upon payment of a fine
to a charitable organization.

It is possible to structure transactions in case
of exports of entire plants to [ran, provided

that the exporter screens the deliveries of his
suppliers very carefully to determine whether
¢lements of these deliveries are listed compo-
nents, IF this is the case, it may mean that the
supplier’s entire delivery is listed and there-
fore prohibited or subject to a license require-
ment when delivered to Iran. If the supplier’s
delivery is essential for the plant being deliv-
ered, this may under certain circumstances
lead to the entire plant being subject to this
prohibition or license requirement. Therefore
it is not sufficient simply to rely on the infor-
mation given by the supplier. Rather, the ex-
porter must undertake all reasonable mea-
sures o conduct a plausibility check of the
supplier’s information. If this initial screen-
ing produces any red flags, the exporter is
required to further clarify the matter in re-
spect of a listing. If the exporter is unable to
resolve doubts about a listing of individual
items, he must inform BAFA about these
doubts as a last resort. BAFA will then bind-
ingly determine whether or not an export li-
cense is required. It is most crucial that the
exporter fully clarifies the factual situation in
respect of a listing of individual items; only
then do they have the ability to shape matters,
because they can demand delivery of not-
listed itemns. [f the exporter fails to clarify the
factual situation, he depends on BAFA's de-
cision, which, in view of the increasingly
tougher climate surrounding exports to Iran,
is more likely to come to a negative result.

Step 2: Screening of persons

The second step is to screen whether the buy-
er, end-user or other persons involved are
listed in Annexes VII and VIIL of EC Regula-
tion 961/2010 or in the EU terror lists, If this
i5 the case, any transaction with this person/
entity is prohibited - a violation would be
punished to the same extent as an embargo
violation. IF this is not the case, it must fur-
ther be investigated whether these persons
are to be considered sensitive for other rea-
sons and the export is therefore subject to a
license requirement, At least in the latter case
there is still room to shape matters.

[n one case neither the items being exported
nor the buyer or end-user in [ran was sensitive;
this could be derived from a positive BAFA
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decision to a preliminary inquiry. The issues
under export law resulted solely from the fact
that the buyer had engaged an Iranian com-
mercial representative for the technical execu-
tion of the transaction, who was listed on the
Friahwarnliste (a govenment early-waming
list indicating red flags for proliferations con-
cems). Thereupon BAFA expressed legal con-
cems related to the export in respect of this
client’s entire Iranian tramsaction. We pro-
posed a contractual solution, which ensured
that this Iranian commercial representative
would not have power of disposition in law or
in fact over these items. This issue has been
decided positively, i.e. an export license was
then granted. it would be excessive if the en-
tire Iranian transaction were to fail because of
one marginal person, whe does not have any
power of disposition over the exported items,
By contrast, in another case it was not about
a marginal figure, but rather about the corpo-
rate group lo which the Iranian buyer be-
longed: this corporate group was suddenly
under suspicion of being involved in prolif-
eration activities. Since the relationship be-
tween the Iranian buyer and its corporate
group was very tight, a contractual solution
was not available. This was a bitter pill for
the client to swallow, because until recently
his competitors had been supplying this Ira-
nian customer with identical goods.

Additional screenings of persons are required
in respect of banks and other service provid-
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ers involved. EC banks have a monitoring
duty to fulfill in respect of the Iraniarbanks
listed in Art.23 and their European affiliates:
If the EC banks see any red flags for prolif-
eration risks when financing the export, they
must report this to the FIU {fnancial intelli-
gence unit), in Germany to the German Fed-
eral Reserve Bank (Deutsche Bundesbank).
In 2010, the number of persons and entities
listed in the Annexes VII and VIII has nearly
tripled compared with 2009; now listed are
72 persons and 189 entities.

3. Special analysis of

US export law

In addition, German companies must exam-
ine whether the items to be exported to Iran
contain US components with a threshold
value of 10% of the foreign-made product. In
this event, an export to Iran is prohibited un-
der US export law, since the necessary US
re-export license will ool be granted for Iran.
A re-export without a license is a crime under
US law, which is punishable by heavy fines
{up to $1 million) or imprisonment (up to 20
years) for each violation, Especially for com-
plex export items such as entire plants, this is
a rather time-consuming procedure because
each individual supplier must be asked
whether US componenis are contained in
their deliveries and, if this is the case, what
the percentage value of the US components is
in relation to lheir deliveries. In cases of
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doubt, the value of the US components has to
be calculated as a percentage of the entire
ptant, Only if this value is clearly below 10%
of the plant’s value are there no restrictions
under US law for the export of this plant. To
be on the safe side, the German exporter
should request that documented evidence be
provided that no US components are in the
deliveries or that their percentage value is
very small. The German exporter only has
room to manoeuvre if he has carefully exam.-
ined these points, because then he may de-
mand deliveries which do not include US
components, or deliveries containing only a
minimal percentage value of US compo-
nents.

4. Summary

The risks and penalties for exports to Iran are
very high. It is therefore extremely important
to minimize these risks considerably with the
help of an export atiorney. This includes inter
aiia legal opinions on the risks and measures
for risk minimization, contractual agree-
ments minimizing the influence of sensitive
persons, etc. or voluntary self-disclosures
and quick settlement orders to settle criminal
proceedings upon payment of a fine 10 a
charitable organization. There are thus
opportunities to shape Iranian transactions
approprialely, even if the climate for Iran
exports in the EC has hecome increasingly
restrictive in 2010,




